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Abstract

Thi s docunent describes an application |layer client-server protoco
for the provisioning and managenent of objects stored in a shared
central repository. Specified in XM, the protocol defines generic
obj ect managenent operations and an extensible framework that maps
protocol operations to objects. This docunent includes a protoco
speci fication, an object mapping tenplate, and an XM. nedi a type
regi stration.
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Ful I Copyri ght Statenent 1)
1. Introduction

Thi s docunent describes specifications for the Extensible
Provi si oning Protocol (EPP) version 1.0, an XM text protocol that
permits nultiple service providers to perform object provisioning
operations using a shared central object repository. EPP is

speci fied using the Extensible Markup Language (XM.) 1.0 as described
in [XM.] and XML Schema notation as described in [ XM.S-1] and [ XM.S-
2]. EPP neets and exceeds the requirenents for a generic registry
regi strar protocol as described in [ RFC3375].

EPP content is identified by M ME nedia type application/epp+xn .
Regi stration information for this nedia type is included in an
appendi x to this docunent.

EPP is intended for use in diverse operating environnents where
transport and security requirenents vary greatly. It is unlikely
that a single transport or security specification will neet the needs
of all anticipated operators, so EPP was designed for use in a
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| ayered protocol environnment. Bindings to specific transport and
security protocols are outside the scope of this specification

This original notivation for this protocol was to provide a standard
I nternet domain nane registration protocol for use between domain
nane registrars and domain name registries. This protocol provides a
means of interaction between a registrar’s applications and registry
applications. It is expected that this protocol will have additiona
uses beyond domai n nane registration

XML is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this docunent MJST be interpreted in the
character case presented to develop a conforning inplenentation

1.1. Conventions Used In This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

In exanples, "C." represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
white space in exanples is provided only to illustrate el enent
relationships and is not a REQUI RED feature of this protocol

2. Protocol Description

EPP is a stateful XM. protocol that can be |layered over multiple
transport protocols. Protected using |ower-layer security protocols,
clients exchange identification, authentication, and option

i nformati on, and then engage in a series of client-initiated

command- response exchanges. Al EPP commands are atomic (there is no
partial success or partial failure) and designed so that they can be
made i denpotent (executing a conmand nore than once has the sane net
ef fect on system state as successfully executing the comand once).

EPP provides four basic service elenents: service discovery,
conmands, responses, and an extension framework that supports
definition of managed objects and the rel ati onship of protoco
requests and responses to those objects.

An EPP server MJST respond to client-initiated communication (which
can be either a | ower-layer connection request or an EPP service

di scovery nmessage) by returning a greeting to a client. A server
MUST pronptly respond to each EPP comand with a coordi nated response
that describes the results of processing the coomand. The foll ow ng
server state machine diagramillustrates the nmessage exchange process
in detail:
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Figure 1: EPP Server State Machine
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sessi on nmanagenent comuands,
Sessi on nmanagenent

commands are used to establish and end persistent sessions with an
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Transf orm conmands are used to
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Hol | enbeck

St andar ds

Track [ Page 4]



RFC 3730 EPP March 2004

Commands are processed by a server in the order they are received
froma client. Though an inmedi ate response confirmning recei pt and
processing of the command is produced by the server, the protoco

i ncludes features that allow for offline review of transform comrands
before the requested action is actually conpleted. 1In such
situations the response fromthe server MIST clearly note that the
command has been received and processed, but the requested action is
pendi ng. The state of the correspondi ng object MJST clearly reflect
processi ng of the pending action. The server MJST also notify the
client when offline processing of the action has been conpl et ed.

Chj ect mappi ngs SHOULD descri be standard formats for notices that
descri be conpletion of offline processing.

EPP uses XM. nanespaces to provide an extensi bl e object nmanagenent
framework and to identify schemas required for XM instance parsing
and validation. These nanespaces and schema definitions are used to
identify both the base protocol schema and the schemas for nanaged
objects. The specific strings used to associate URIs and nanespaces
(such as the string "foo" in "xmns:foo") in EPP are illustrative and
are not needed for interoperability.

Al XM instances SHOULD begin with an <?xm ?> declaration to
identify the version of XM_L that is being used, optionally identify
use of the character encoding used, and optionally provide a hint to
an XM. parser that an external schema file is needed to validate the
XM i nstance. Conformant XM. parsers recogni ze both UTF-8 (defined
in RFC 2279 [RFC2279]) and UTF-16 (defined in RFC 2781 [ RFC2781]);
per RFC 2277 [RFC2277] UTF-8 is the RECOMVENDED character encodi ng
for use with EPP.

Character encodi ngs other than UTF-8 and UTF-16 are all owed by XM..
UTF-8 is the default encoding assuned by XM. in the absence of an
"encodi ng" attribute or a byte order mark (BOW, thus the "encodi ng"
attribute in the XML declaration is OPTIONAL if UTF-8 encoding is
used.

Nor mati ve section 4.3.3 and non-nornative appendi x F of [XM]
describe use of a BOMto identify the character encoding in the
absence of an XML decl aration or encapsul ati ng headers. Appendix F
includes a BOMto represent UTF-8 encoding, though section 4.3.3
notes that a BOMis not needed to identify UTF-8 encoding. Section
4.3.3 was later amended (see [ XMLE]) to clarify that a BOM MAY be
used to identify UTF-8 encoding. EPP clients and servers MJST accept
a UTF-8 BOMif present, though emitting a UTF-8 BOMis NOT
RECOMVENDED.
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Exanpl e XML decl arati ons:
<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<?xm version="1.0" standal one="no"?>
<?xm version="1.0" encodi ng="UTF-8"?>
<?xm version="1.0"?>
2.1. Transport Mapping Consi derations

As described previously, EPP can be |layered over nultiple transport
protocols. There are, however, a conmon set of considerations that
MUST be addressed by any transport mapping defined for EPP. These
i ncl ude:

- The transport nappi ng MIUST preserve conmand order

- The transport mappi ng MUST address the rel ationship between
sessions and the client-server connection concept.

- The transport mapping MJIST preserve the stateful nature of the
pr ot ocol

- The transport mapping MJST frame data units.

- The transport nmapping MJUST be onto a transport such as TCP
[ RFC793] or SCTP [ RFC2960] that provides congestion avoi dance that
follows RFC 2914 [RFC2914], or if it maps onto a protocol such as
SMIP [ RFC2821] or BEEP [ RFC3080], then the perfornance i ssues need
to take into account issues of overload, server availability and
so forth.

- The transport mapping MJIST ensure reliability.

- The transport nmapping MUST explicitly allow or prohibit
pi pel i ni ng.

Pi pelining, also known as comand stream ng, is when a client sends
multiple commands to a server without waiting for each corresponding
response. After sending the commands, the client waits for the
responses to arrive in the order corresponding to the conpleted
commands. Perfornmance gains can sonetines be realized with

pi pelining, especially with high latency transports, but there are
addi ti onal considerations associated with defining a transport
mappi ng that supports pipelining:
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- Commands MUST be processed i ndependent of each other

- Depending on the transport, pipelining MAY be possible in the form
of sending a conplete session in a well-defined "batch".

- The transport nappi ng MUST describe how an error in processing a
command affects continued operation of the session

A transport mappi ng MJST explain how all of these requirenents are
met given the transport protocol being used to exchange data.

2.2. Protocol ldentification

Al'l EPP XM. instances MJST begin with an <epp> elenent. This el enent
identifies the start of an EPP protocol elenent, the nanmespace used
within the protocol, and the location of the protocol schema. The
<epp> start element and the associated </ epp> ending el enent MJST be
applied to all structures sent by both clients and servers.

Exanpl e "start" and "end" EPP el enents:

<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi :schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0
epp- 1. 0. xsd">

</ epp>

2. 3. Hel | o For mat

EPP MAY be carried over both connection-oriented and connection-|ess
transport protocols. An EPP client MAY request a <greeting> from an
EPP server at any tine by sending a <hello> to a server. Use of this
elenment is essential in a connection-less environment where a server
can not return a <greeting> in response to a client-initiated
connection. An EPP <hell o> MJIST be an enpty elenent with no child

el ement s.

Exanpl e <hel | 0>:

C <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C <epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

C xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
C xsi:schemalLocation="urn:ietf: parans: xn :ns:epp-1.0

C epp-1. 0. xsd" >

C  <hellol/>

C: </ epp>
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2.4,

Greeting Fornat

An EPP server responds to a successful connection and <hel |l o> el enent
by returning a <greeting> elenment to the client. An EPP greeting
contains the follow ng el ements:

An <svlI D> el enent that contains the nane of the server

An <svDat e> el enent that contains the server’'s current date and
time in UTC

An <svcMenu> el enent that identifies the services supported by the
server, including:

One or nore <version> elenents that identify the protocol versions
supported by the server.

One or nore <lang> elenents that contain the identifiers of the
text response | anguages known by the server. Language identifiers
MUST be structured as docunented in [ RFC3066].

One or nore <obj URI > el ements that contain namespace URl s
representing the objects that the server is capabl e of managi ng.
A server MAY |limt object managenent privileges on a per-client
basi s.

An OPTI ONAL <svcExtension> el enent that contains one or nore
<ext URI > el enents that contain nanespace URI s representing object
ext ensi ons supported by the server

A <dcp> (data collection policy) elenent that contains child

el ements used to describe the server’s privacy policy for data

col l ection and managenment. Policy inplications usually extend
beyond the client-server relationship. Both clients and servers
can have rel ationships with other entities that need to know the
server operator’s data collection policy to nmake inforned

provi sioning decisions. Policy informati on MUST be di scl osed to
provisioning entities, though the method of disclosing policy data
outside of direct protocol interaction is beyond the scope of this
specification. Child elenents include the foll ow ng:

An <access> el enent that describes the access provided by the
server to the client on behalf of the originating data source.
The <access> el ement MJUST contain one of the follow ng child
el ement s:

<all/>: Access is given to all identified data.
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<none/ >. No access is provided to identified data.
<null/>: Data is not persistent, so no access is possible.

<personal />: Access is given to identified data relating to
i ndi vidual s and organi zati onal entities.

<per sonal AndQt her/>: Access is given to identified data
relating to individuals, organizational entities, and other
data of a non-personal nature

<other/>: Access is given to other identified data of a non-
personal nature.

- One or nore <statenent> elenents that describe data collection
pur poses, data recipients, and data retention. Each <statenent>
el ement MUST contain a <purpose> el enment, a <recipient> el enent,
and a <retention> el enent.

The <purpose> el ement MJST contain one or nore of the following child
el ements that describe the purposes for which data is coll ected:

<admin/>: Administrative purposes. Information can be used for
adm ni strative and techni cal support of the provisioning system

<contact/>: Contact for marketing purposes. Information can be
used to contact individuals, through a conmmuni cati ons channe
other than the protocol, for the promotion of a product or
service.

<prov/>. (Object provisioning purposes. Information can be used to
identify objects and inter-object rel ationshi ps.

<ot her/>: Other purposes. Information may be used in other ways
not captured by the above definitions.

The <recipient> el enent MUST contain one or nore of the foll ow ng
child elenents that describes the recipients of collected data:

<other/>: Other entities follow ng unknown practices.

<ours>: Server operator and/or entities acting as agents or
entities for whomthe server operator is acting as an agent.

An agent in this instance is defined as a third party that
processes data only on behal f of the service provider for the
conpl etion of the stated purposes. The <ours> el enent contains
an OPTI ONAL <recDesc> el enent that can be used to describe the
recipient.
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<public/> Public foruns.
<sanme/>: Other entities follow ng server practices.
<unrel ated/>: Unrelated third parties.

The <retention> el enent MUST contain one of the followi ng child
el ements that describes data retention practices:

<busi ness/>: Data persists per business practices.
<indefinite/> Data persists indefinitely.
<l egal />. Data persists per |egal requirenents.
<none/>: Data is not persistent, and is not retained for nore
than a brief period of time necessary to nmake use of it during
the course of a single online interaction
<stated/ > Data persists to neet the stated purpose.

- An OPTIONAL <expiry> elenent that describes the lifetinme of the

policy. The <expiry> elenent MJST contain one of the follow ng

child el enents:

<absolute/>: The policy is valid fromthe current date and tine
until it expires on the specified date and tine.

<relative/> The policy is valid fromthe current date and tine
until the end of the specified duration

Data collection policy elenents are based on work described in the

Wrld Wde Wb Consortiunis Platformfor Privacy Preferences [P3P]
speci fication.
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Exanpl e greeting:

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0
epp- 1. 0. xsd">
<greeting>
<svl| D>Exanpl e EPP server epp. exanpl e. conx/svl D>
<svDat e>2000- 06- 08T22: 00: 00. 0Z</ svDat e>
<svcMenu>
<versi on>1. 0</ ver si on>
<l ang>en</| ang>
<l ang>fr</| ang>
<obj URI >urn:ietf: paranms: xm : ns: obj 1</ obj URI >
<obj URI >urn:ietf:paranms: xnm : ns: obj 2</ obj URI >
<obj URI >urn:ietf: parans: xnm : ns: obj 3</ obj URI >
<svcExt ensi on>
<ext URI >htt p: // cust oni obj lext - 1. 0</ ext URl >
</ svcExt ensi on>
</ svcMenu>
<dcp>
<access><al | / ></ access>
<st at enent >
<pur pose><adni n/ ><pr ov/ ></ pur pose>
<reci pi ent ><our s/ ><publ i ¢/ ></ r eci pi ent >
<retention><stated/ ></retenti on>
</ st at enent >
</ dcp>
</ greeting>
. </ epp>

(RN ORONOROROR RN ORORORCROR R OROR RN ORORORORORORONC)

2.5. Commmand For mat

An EPP client interacts with an EPP server by sending a conmand to

the server and receiving a response fromthe server. |In addition to
the standard EPP el enents, an EPP command contains the follow ng
el ement s:

- A command el erent whose tag corresponds to one of the valid EPP
commands described in this docunment. The command el ement NMNAY
contain either protocol-specified or object-specified child
el ement s.

- An OPTI ONAL <extension> el ement that MAY be used for server-
defined conmand extensi ons.
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- An OPTIONAL <cl TRID> (client transaction identifier) elenent that
MAY be used to uniquely identify the conmand to the client.
Clients are responsible for maintaining their own transaction
identifier space to ensure uni queness.

Exanpl e command wi th object-specified child el enents:

C <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

C xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
C xsi:schemalLocation="urn:ietf:parans: xnm :ns:epp-1.0

C epp- 1. 0. xsd" >

C. <conmmand>

C <i nf 0>

C <obj:info xm ns:obj="urn:ietf:parans: xm :ns:obj"

C xsi :schemalLocati on="urn:ietf:paramnms: xm :ns:obj obj.xsd">
C <obj : nanme>exanpl e</ obj : nane>

C </ obj :info>

C </info>

C <cl TRI D>ABC- 12345</ cl TRI D>

C.  </conmmand>

C: </ epp>

2.6. Response Format

An EPP server responds to a client command by returning a response to
the client. EPP conmands are atomic, so a conmand will either
succeed conmpletely or fail conpletely. Success and failure results
MUST NOT be mixed. |In addition to the standard EPP el enents, an EPP
response contains the follow ng el enents:

- One or nore <result> elenents that docunent the success or failure
of command execution. |f the command was processed successfully,
only one <result> el ement MJST be returned. |If the conmand was
not processed successfully, nultiple <result> el enents MAY be
returned to docunent failure conditions. Each <result> el enent
contains the following attribute and child el enents:

- A "code" attribute whose value is a four-digit, deciml nunber
that describes the success or failure of the command.

- A <nsg> el enent containing a hunman-readabl e description of the
response code. The |anguage of the response is identified via
an OPTIONAL "lang" attribute. |If not specified, the default
attribute value MJUST be "en" (English).
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- Zero or nore OPTIONAL <val ue> elenents that identify a client-
provi ded el enent (including XM. tag and val ue) that caused a
server error condition.

- Zero or nore OPTI ONAL <ext Val ue> el enents that can be used to
provi de additional error diagnostic infornmation, including:

- A <value> elenment that identifies a client-provided el enent
(including XM tag and val ue) that caused a server error
condi tion.

- A <reason> el enent containing a human-readabl e nessage t hat
describes the reason for the error. The | anguage of the
response is identified via an OPTIONAL "l ang" attribute. |If
not specified, the default attribute val ue MIST be "en"
(Engl i sh).

- An OPTIONAL <nmsgQ> el enent that describes nessages queued for
client retrieval. A <nsg@® el enent MJST NOT be present if there
are no nessages queued for client retrieval. A <nmsgQ@ el ement MAY
be present in responses to EPP comands ot her than the <poll>
command i f messages are queued for retrieval. A <msgQ el enent
MUST be present in responses to the EPP <poll> command if nessages
are queued for retrieval. The <nsgQ@ el enent contains the
followi ng attributes:

- A'"count" attribute that describes the nunber of messages that
exi st in the queue.

- An "id" attribute used to uniquely identify the nessage at the
head of the queue.

The <msgQ> el enent contains the followi ng OPTIONAL child el ements
that MJUST be returned in response to a <poll> request command and
MUST NOT be returned in response to any ot her command, including a
<pol | > acknow edgenent:

- A <qDate> el ement that contains the date and tine that the nessage
was enqueued.

- A <nsg> el enent containing a human-readabl e nessage. The | anguage
of the response is identified via an OPTIONAL "l ang" attribute.
If not specified, the default attribute value MIST be "en"
(English). This element MAY contain XML content for formatting
pur poses, but the XML content is not specified by the protocol and
wi Il thus not be processed for validity.
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An OPTI ONAL <resData> (response data) elenent that contains child
el ements specific to the command and associ at ed obj ect.

An OPTI ONAL <extension> el enent that MAY be used for server-
defined response extensions.

A <trID> (transaction identifier) elenent containing the
transaction identifier assigned by the server to the comand for
whi ch the response is being returned. The transaction identifier
is formed using the <cl TRID> associated with the command i f
supplied by the client and a <svTRI D> (server transaction
identifier) that is assigned by and unique to the server

Transaction identifiers provide conmand-response synchroni zation
integrity. They SHOULD be | ogged, retained, and protected to
ensure that both the client and the server have consi stent
tenporal and state nanagenent records

Exanpl e response w t hout <val ue> or <resData>:

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

(N ORONORORORORONORORORON)

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi :schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0
epp- 1. 0. xsd">
<response>
<result code="1000">
<msg | ang="en">Command conpl eted successful | y</ nsg>
</result>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54321- XYZ</ svTRI D>
</trlD>
</ response>
: </ epp>
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Exanpl e response wi th <resDat a>:

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

S xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
S: xsi : schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0

S: epp- 1. 0. xsd">

S: <response>

S <result code="1000">

S <nsg>Conmand conpl et ed successful | y</ nsg>

S </result>

S <r esDat a>

S: <obj:crebData xm ns: obj="urn:ietf:paranms: xnm :ns:obj"
S: xsi:schemalLocati on="urn:ietf:parans: xm :ns:obj obj.xsd">
S <obj : nanme>exanpl e</ obj : nane>

S </ obj : cr eDat a>

S </ resDat a>

S: <trl D>

S: <cl TRI D>ABC- 12345</ cl TRI D>

S <sVTRI D>54321- XYZ</ svTRI D>

S </trl|D>

S:  </response>

S: </ epp>

Exanpl e response with error val ue el enents:

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi :schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0
epp- 1. 0. xsd">
<response>

<result code="2004">

<nsg>Par anet er val ue range error</nsg>

<val ue xm ns:obj="urn:ietf:paranms: xm :ns:obj">

<obj : el eml>2525</ obj : el enml>

</val ue>

</result>

<result code="2005">

<nsg>Par anet er val ue syntax error</nsg>

<val ue xm ns:obj="urn:ietf:paranms: xm :ns:obj">
<obj : el en2>ex(anpl e</ obj : el enk>

</val ue>

<ext Val ue>
<val ue xm ns: obj ="urn:ietf:paramns: xm : ns: obj ">

<obj : el enB8>abc. ex(anpl e</ obj : el en8>

</ val ue>
<reason>| nval id character found.</reason>

(RO ONOROROROR R ONORORORORORORORORORONG)
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S </ ext Val ue>

S: </result>

S <trl D>

S: <cl TRI D>ABC- 12345</ cl TRI D>
S <svTRI D>54321- XYZ</ svTRI D>
S </tr|D>

S </response>

S: </ epp>

Exanpl e response with notice of waiting server nessages:

S: <?xm version="1.0" encodi ng="UTF- 8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"

S: xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
S xsi:schemalLocation="urn:ietf:parans: xnm :ns:epp-1.0
S epp- 1. 0. xsd">

S:  <response>

S: <result code="1000">

S: <nsg>Conmand conpl et ed successful | y</ nsg>

S: </result>

S <nsgQ count ="5" id="12345"/>

S <trl D>

S: <cl TRI D>ABC- 12345</ cl TRI D>

S: <svTRI D>54321- XYZ</ svTRI D>

S: </trl|D>

S:  </response>

S: </ epp>

Command success or failure MJUST NOT be assuned if no response is
returned or if a returned response is nalforned. Protoco

i denpotency ensures the safety of retrying a conmand i n cases of
response delivery failure.

2. 7. Pr ot ocol Extension Franmework

EPP provides an extension franework that allows features to be added
at the protocol, object, and comrand-response | evels.

2.7.1. Protocol Extension

The EPP extension franmework allows for definition of new protoco

el ements identified using XM. nanmespace notation with a reference to
an XM. schema that defines the nanespace. The <epp> el enent that
identifies the beginning of a protocol instance includes multiple
child el ement choices, one of which is an <extension> el enent whose
children define the extension. For exanple, a protocol extension

el ement woul d be described in generic terns as foll ows:
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C. <epp>

C. <extension>

C <l-- One or nore extension elenents. -->

C <ext:foo xm ns:ext="urn:ietf:parans: xm :ns:ext"

C xsi:schemalLocati on="urn:ietf:params: xm :ns:ext ext.xsd">
C <l-- One or nore extension child elenments. -->

C </ ext:foo>

C. </extension>
C. </ epp>

Thi s docunent does not define mappings for specific extensions.
Ext ensi on specifications MJST be described in separate docunents that
define the objects and operations subject to the extension

2.7.2. vject Extension

EPP provi des an extensi bl e object nanagenment framework that defines
the syntax and semantics of protocol operations applied to a nanaged
object. This franmework pushes the definition of each protoco
operation into the context of a specific object, providing the
ability to add mappi ngs for new objects without having to nodify the
base protocol

Protocol elenents that contain data specific to objects are
identified using XM. nanespace notation with a reference to an XM
schena t hat defines the nanespace. The schema for EPP supports use
of dynani c object schemas on a per-comand and per-response basis.

For exanple, the start of an object-specific conmand el ement woul d be
described in generic terns as foll ows:

C:. <EPPCommandName>
C. <object:command xm ns: object="urn:ietf:parans: xnl:ns: object"
xsi :schemalLocati on="urn:ietf: paranms: xm : ns: object object.xsd">
<l-- One or nore object-specific command el ements. -->
</ obj ect : command>
</ EPPConmandNane>

<r esDat a>
<obj ect:resData xm ns: object="urn:ietf:parans: xm : ns: obj ect”
xsi : schemalLocati on="urn:ietf: parans: xm : ns: obj ect object.xsd">
<l-- One or nore object-specific response el enents. -->
</ obj ect : resDat a>

C
C
C
C
An obj ect-specific response el ement woul d be described sinmilarly:
S
S
S
S
S
S: </ resDat a>
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Thi s docunent does not define mappings for specific objects. The
mappi ng of EPP to an object MJST be described in separate docunents
that specifically address each command and response in the context of
the object. A suggested object mapping outline is included as an
appendi x to this docunent.

2.7.3. Conmmand- Response Extension

EPP provides a facility for protocol command and response extensions.
Prot ocol commands and responses MAY be extended by an <extensi on>

el ement that contains additional elements whose syntax and senantics
are not explicitly defined by EPP or an EPP object mapping. This
element is OPTIONAL. Extensions are typically defined by agreenent
bet ween client and server and MAY be used to extend EPP for unique
operational needs. A server-extended comrand el ement woul d be
described in generic ternms as foll ows:

C. <comand>
<! -- EPPCommandNane can be "create", "update", etc. -->
<EPPConmandNanme>
<obj ect: command xm ns: obj ect="urn:ietf:parans: xm : ns: obj ect"
xsi :schemalLocati on="urn:ietf: paramnms: xm : ns: obj ect object.xsd">
<l-- One or nore object-specific command el ements. -->
</ obj ect : 